MHO®OPMALIMOHHAA NAMATKA
AnA ObYHAKOLLUXCA

C kaxgblM rogoM MOMOAEXU B MHTEPHETEe CTaHOBUTbCA Oonblue, a LIKOMbHUKA O4HM U3
camblX aKTMBHbIX norib3oBaTenen PyHeta. Mexagy Tem, MOMUMO OrpoOMHOro Kosimyectsa
BO3MOXHOCTEN, WHTEPHET HeceT W npobrnembl. JTa NamsaTka [OMmKHA nomodb Tebe
6e30nacHO Haxo4uTbCs B CETWU.

KomMnbloTepHble BUPYChI

KoMnblOTEpPHbLIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbLIOTEPHbLIX MPOrpamm, OTIIMYUTENBHON
0COBEHHOCTBLIO KOTOPOW SBNSAETCHA CNOCOBHOCTb K pasMHOXEHUI0. B gononHeHne Kk aTomy,
BUPYCbl MOryT MOBPEOUTb WM MNOSIHOCTBKO  YHUUTOXWUTbL BCEe alnbl U [aHHble,
MOAKOHTPOSNbHbIE MOMb30BaTEND, OT WMMEHU KoToporo Obina 3anylieHa 3apaXxeHHas
nporpamma, a Takke NnoBpeanTb U Aaxe YHUYTOXUTb OnepaLmoHHYI0 CUCTEMY CO BCEMMU
dannamu B Lenom. B 6onblUMHCTBE CriydaeB pacnpoCTPaHATCS BUPYCbl YEPE3 MHTEPHET.
MeToapb! 3alwnTbl OT BPEAOHOCHLIX NPOrpaMmm:

1. Ncnonb3yn coBpeMeHHble OMnepaunoOHHbIE CUCTEMbI, MMEKLMNE CepbesHbl YPOBEHb
3aWmThbl OT BPEOOHOCHbIX Nporpamm;

2. [loCcTosiHHO YycTaHaBnuBam nadt (UMdpPoBbIE 3annaTku, KOTOpble aBTOMAaTUYECKM
yCTaHaBNMBaKOTCA C LUenbd JopaboTku nporpaMmmbl) M gpyrme OOGHOBEHUMS CBOEW
onepaumoHHon cuctembl. CkaumBam Mx TONbKO ¢ oduumanbHoro canta paspabotumka OC.
Ecnu cywecTtByeT pexxvm aBTOMaTtuyeckoro 0OHOBNEHNS, BKITHOYM €rO0;

3. Pabotan Ha cBoeM KOMMbIOTEPE NoA NpaBamu norib3oBaTens, a He agMUHUcTpaTopa. ATo
He no3BONMUT OONbLNHCTBY BPEAOHOCHbLIX MPOrpamMM WHCTaNIMpoBaTbCsl Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHble NporpaMMHble MNPOAYKTbl M3BECTHbLIX MNpou3BoauTENEn, C
aBTOMaTM4eCcknm obHoBNeHNEM 6as;

5. OrpaHnyb unan4ecknin 4OCTyN K KOMNbIOTEPY AN NOCTOPOHHUX NL;

6. Micnonb3yn BHELWHWE HOCUTENW MH(opMaLmMK, Takue Kak doneluka, AUCK unu dann um3
WHTEpPHeTa, TOSbKO N3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE (hansibl, NOSTyHEeHHbIE N3 HEHAaZAEXHbIX UICTOYHUKOB. [Jaxe Te
annbl, KOTOpble NpUcran TBOW 3HAKOMbIW. Jlyylle yTOYHW y Hero, oTnpaBnsan nNu oH Tebe
nx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepegayn gaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6pena, mapka. Ewe B
1991 rogy HuaepnaHackas komnaHus 3apernctpupoana 6perng "WECA", yto o60o3Havano
cnosocoyeTaHune "Wireless Fidelity", koTopbin nepeBogmTca Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn powrna ppyras abbpesuaTypa, KOTOpas SBNSAETCA Takon Xe
TexHonorven. 3710 abbpesmatypa "Wi-Fi". Takoe HasBaHwe 6biNO AaHO C HAMEKOM Ha
cTaHgapT BbicLen 3ByKOBOM TexHUKM Hi-Fi, 4To B nepeBoae o3HayaeT "BbicoKas TOYHOCTL".
[a, 6ecnnaTtHbln UHTEPHET-AOCTYN B Kade, OoTensax uM asponopTax sIBMASETCA OTINYHOWN
BO3MOXHOCTbIO BbiXxo4a B MHTEpPHET. HO MHOrne akcnepTtbl CHUTAOT, YTO 06LEeQOCTYNHbIE
Wi-Fi ceTun He aBnsatoTca 6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LWweocTynHbix cetax Wi-fi:



1. He nepepgaBan cBOI NUYHYIO MHOopMauuio Yepes obwenoctynHble Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naposnn AOCTyNa, JIOrMHbI U Kakne-To Homepa;

2. Wcnonb3yn n obGHOBNSM aHTMBMPYCHbIE MporpaMmmbl U GpaHamayep. Tem cambiM Thbl
oGe3onacub cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;

3. MNpwn ucnonbsosaHun Wi-Fi otknioum yHkumo "O6bwmin goctyn K bannam n npuHTepam”.
[aHHasa (pyHKUMA 3aKpbiTa NO YMOSTYaHUIO, O4HAKO HEKOTOPbIE MOMb30BaTENWN aKTUBUPYIOT
ee ons ynobcTtea ncnonb3oBaHus B pabote nnm yyete;

4. He ucnonb3yn nyonuyneii WI-FI gna nepegaym nnyHbIX aHHbIX, HANpMMep 45 Bbixoaa
B coLMarnbHble CETU UNN B SNEKTPOHHYIO NMOYTY;

5. cnonb3yn TonbKo 3awmueHHoe coeanHenne yepes HTTPS, a He HTTP, 1.e. npu Habope
Beb6-agpeca BBoan MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoumn dyHkumto "MogkntoderHne k Wi-Fi aBTomatnyeckun”. He
Aonyckan aBToMaTU4eCcKoro noaknioyeHnsa ycrponctsea k cetam Wi-Fi 6e3 TBoero cornacusi.
CouuanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOLAT B HaLLy XU3Hb, MHOrME ntoan paboTatT M XUBYT Tam
NOCTOSIHHO, @ B Facebook yxe 3apernctpupoBaH Munnuapg 4YenoBek, YTo ABNAeTCs O4HON
ceabMoK BCeX Xutenen nnaHetbl. MHOrMe nonb3oBaTeniv He NOHUMALOT, YTO MHpOpMaLMS,
pasMeLlleHHas MMU B couManbHbIX CETSX, MOXET OblTb HamgeHa M MCNoSib3oBaHa KeMm
YyrogHo, B TOM Yucre He 0b6s13aTenbHO ¢ 6narmmm HamepeHnsmun.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMArbHbIX CETSX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsiX HE AOMKHO BbITb CriyvyarHbIX N HE3HAKOMbIX
noaen;

2. 3awmian CBOK YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTy TBoero
POXOEHUS U APYIYHO NNYHYIO MHAOPMaUno. 30yMbILLIIEHHMKM MOTYT MCMOMb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl U TBOM pOAUTENM NNaHUPyeTE NPOBECTU KAHUKYIbI;

3. 3awman cBoto penyTaumio - 4EPXKN ee B YNCTOTE M 3agaBan cebe Bonpoc: xoten bbl Thl,
4TOGLI Apyrve Nonb3oBaTenn BUAENWU, YTO Tbl 3arpyxaewwb? lNogyman, npexae Yem 4YT1o-To
onybnukoBaTtb, HanucaTb U 3arpy3unTb;

4. Ecnn Tbl rOBOPULLbL C NIOABMU, KOTOPbIX HE 3Haellb, HE NCNOMb3Y CBOE pearibHoe UMS n
APYryto NUYHY MHOPMaLUK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;

5. N3beran pasmelleHuns dotorpaduin B IHTepHeTe, rae Tbl M306paXkeH Ha MEeCTHOCTH, MO
KOTOPOW MOXHO OrnpeaenuTb TBOE MEeCTOMOSOXKEHUE;

6. lMpun pernctpaumm B coumanbHOM CETU HEOBXOAMMO WUCMOMb30BaTb CIOXHbIE Maponu,
cocrosime u3 6yks 1 UMAP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOW ceTu, MOYTbl U APYrMX CanToB HeOBXOoOMMO WCMONb30BaTb pasHble
naponu. Torga ecnu Tebst B3NOMAalOT, TO 3MOYMbILUMEHHUKA MNofnyyaT LOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbLIN

OnEeKTPOHHbIE [eHbMM - 3TO O4YeHb YAOOHLIN crnocob nnatexen, OOHAKO CyLLECTBYHOT
MOLLUEHHUKKN, KOTOPbIE XOTAT NOSTYYUTb 3TN AEHbIN.

ONEKTPOHHbIE AEHbIM MOSABUINCL COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4o CUX Nop HE NPOMMcaHo MPO HUX B 3aKOHaX.

B Poccun xe oHM (PyHKUMOHUPYIOT M O HUX y>Ke NPOMUCaHo B 3aKOHe, rae NX pasgensioT Ha
HECKOJSTbKO BUOOB - aHOHUMHbIE U HE aHOHMMHbIEe. PasHuua B TOM, YTO aHOHMMHBbIE - 3TO Te,



B KOTOpbIX paspeluaeTcs npoBoauTb onepaumn 6e3 naeHtudukaumm nonb3oBatens, a B
HeaHOHUMHbIX MAEHTUdMNKaUKMS Nonb3oBaTens asnseTcs oba3aTenbHON.

Takke cnegyet pasnuyatb SMNEKTPOHHble uaTHble AeHbrM (paBHbI FOCYAAPCTBEHHbIM
BasntoTaM) M ANEKTPOHHbIE He(UATHbIE AEHbIMN (HE paBHbl rOCY4apCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHBbIMU AeHbramMu:

1. MNpuBsixkn K cHeTy MOBUNbHBIN TenedoH. ATO cambll YAOOHbLIN U ObICTPLIA CNOCO6
BOCCTaAHOBMTb JOCTyn K cyeTy. [NpuBsasaHHbIn TenedoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTeXxHbIW Naposib UNu 3anjellb Ha CanT ¢ HE3HAaKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopa3soBblie naponu. locne nepexoga Ha yCUINEHHy0 aBTopusauuio Tebe
yXe He ByaeT yrpoXaTb ONacHOCTb KpaXku Unv nepexsarta nraTexXHoro napons;

3. Bbibepu cnoxHbeii naponb. NpectynHukam GygeTt He NMpOCTO yragaTtb CHOXHbLIN Naponb.
HagexHble naponu - 3To naponu, KoTopble cogepXat He MeHee 8 3HAKOB M BKITHOYatoT B cebs
CTPOYHbIE M NPOMUCHBbIE BYKBbI, LMGPbLI N HECKONBbKO CMMBOSOB, Takne Kak 3HakK gonnapa,
cyHTa, BOCcKnMuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NNYHbIE OAHHbIE HA CanTax, KOTOPbIM HE AOBepsieLlb.

OneKTpoHHas noyta

ONEeKTPOHHAdA noyta - 3TO TEXHOMOrMs M npegocTaBnseMble €K YCNyrn No nepechifike U
MOMYYEHUIO ANEKTPOHHbLIX COOBLLIEHMI, KOTOPbIE pacnpeaensoTCs B KOMMbIOTEPHOW CeTW.
OObIYHO  9MNEKTPOHHbIM  MOYTOBbLIA  AWMK  BbIMSAUT  cnegylowum  obpasowm:
UMs_nonb3oBaTena@umMsa_aomMeHa. Takke Kpome nepejadv npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBsatb paunsbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C INEeKTPOHHOW NOYTOMN:

1. Hago BbIOpaTb nNpaBuribHbIA MOYTOBLIM cepBUC. B MHTepHETEe eCTb OrpoMHbIN BblGop
BGecnnaTHbIX NOYTOBLIX CEPBMCOB, OQHAKO Ny4ylle AOBEPATb TEM, KOro 3Haellb U KTO NepBbii
B PEVNTUHTE;

2. He ykasbiBal B NUYHOW MOYTE NUYHYO UHopmaumto. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_daHaT@" unu "pok2013" BmecTo "Temal3";

3. Ncnonb3yn aByxaTanHyo aBTopusaumio. ATo Koraa NnoMMMO Naporist HY>KHO BBOAUTb Kof,
npucbinaemolvi no SMS;

4. BbiGepu cnoxHbIn naposb. [Ans kaxaoro NoMTOBOro siLMKa A0MKeH ObITb CBON HAAEXHbIN,
YCTONYMBBIV K B3ITOMY Naporsib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHBIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXHOCTb;

6. KMcnonb3ym HECKONbKO MNOYTOBbIX HAWMKOB. [lepBbln ANA 4YacTHOM Nepernuckn cC
agpecatamu, KOTOPbIM Tbl JOBepsiellb. JTO ANEKTPOHHbIN afpec He Hago UCNonNb3oBaTh Npu
perucrTpaumm Ha oopymax u camtax;

7. He oTkpbIiBan hanrnbl 1 Apyrue BAOXKEHUS B NMCbMax, Aaxe eCcrivi OHU NPULLIN OT TBOUX
Apysen. Jlyyle yTouHu y HUX, OTNpaBnanu nu oHn tebe atn cannsl;

8. Nocne okoHYaHUA paboTbl Ha NOYTOBOM CEpBUCE Nepes 3akpbITUEM BKNaAKN C CauTOM He
3abyab HaxaTb Ha "Bbintn".

KnubepbynnuHr nnm BupTyanbHoe n3geBaTenbCTBO

KubepbynnuHr - npecnegoBaHne coobLLeHnaMM, cogepxalimmm ockopbneHns, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couuanbHoe 60MKOTUPOBaHWE C MOMOLLbLIO  PasfnYHbIX
NHTEPHET-CEePBUCOB.



OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnmHrom:

1. He 6pocaiicsa B 6on. Jlyywimn cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CnNn HET TOro,
K KOMy MOXHO 0bOpaTtuTbCs, TO BHavane ycnokouTbCa. Ecnm Tbl HayHewb oOTBevaTb
ockopBbneHnsaMmn Ha ockopbrieHns1, TO TONbKO eLe Bonblue PasoXKeLlb KOHINKT;

2. Ynpasnan ceoen knbeppenyTauunen;

3. AHOHUMHOCTb B ceTu MHMMas. CyLLeCTBYOT CNOCOObI BbISICHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He cTonT BECTM XyNuraHcknin obpas BUpTyanbHOM Xn3Hu. VIHTEpHeT bmKcmpyeT Bce TBOU
AENCTBUS U coxpaHsieT nx. YaanuTb ux bygeT KparHe 3aTpygHUTENbHO;

5. Cobnogan cBo BUPTYanbHYH YeCTb CMOSIOAY;

6. WrHopupyn eamHunyHbii HeratmB. OgHOpa3oBble OCKOPOMTENbHbIE COOOLLEHUS nydle
nrHopmposaTtb. OBbIYHO arpeccusi NpeKkpaLaeTca Ha HavanbHOW CTagum;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHUAMU, B COLMAnbHbIX
CeTAX €CTb BO3MOXHOCTb BNOKMPOBKM OTNPaBKU COOBLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnm TbI cBupetenb kmbepbynnuHra. TBoM OEWCTBUSA: BbICTYNMUTb  NPOTMB
npecrnegoBartens, nokasaTb emy, YTO ero 4eNCTBUS OLEeHUBAKOTCH HeraTMBHO, NoaaepaTb
XepTBY, KOTOPOW HYXHa MCUXONOrn4yeckas nomMoLlb, COOOWUTL B3pPOChbIM O dakTe
arpeccuBHOIO NOBeAEHUS B CETU.

MobunbHbIn TenedoH

CoBpeMeHHble CMapTOHbI 1 NMaHLWETbI coaepaT B cebe BnonHe B3pochblvi (OyHKLMOHAIT,
N Tenepb OHM MOTYT KOHKYpPMpOBaTb CO CTauMOHapHbIMU KOMMbloTepamu. OgHako, cpeacTs
3aWwmnTbl Ans NogobHbIX YCTPOMUCTB NOoKa 0O4eHb Mano. TeCTupoBaHne U NOUCK YS3BUMOCTEN
B HUX NPOUCXOOMT He Tak MHTEHCUBHO, Kak anga K, To xxe camoe kacaetTca U MOBUSTbHbIX
NPUNOXEHNIA.

CoBpeMeHHble MOBUMbHbIE Bpay3epbl yXXe NPakTUYECKU AOrHanu HacTofbHblE aHarnorw,
OfHaKo paclmpeHne dyHKUMoHana BrneyveTt 3a cobor GONbLUYK CROXHOCTb M MEHbLLUYIO
3aWMLLEHHOCTb.

[aneko He BCe NPoOW3BOAMTENWN BbIMyCKalOT OOHOBIEHMWS, 3aKpblBaloLNE KpUTUYECKUE
YSI3BUMOCTM AN CBOMX YCTPOWUCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTN MobunbHOro TenedoHa:

Hunyero He sBnsieTca no-HacToswemy GecnnaTHbIM. byab ocTopoxeH, Begb korga Tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-To NfaTHbIe YCNYru;
Hdyman, npexae yem otnpaButb SMS, ¢oTo nnm Buaeo. Tbl TOYHO 3HaELWb, rae oHu 6yayT B
KOHEYHOM utore?

Heobxoanmo o6HOBNSATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yn aHTUBMPYCHbIE NporpamMMbl A5t MOBUNbHBLIX TeNnedOHOB;

He 3arpyxxan npunoxeHus OT HEU3BECTHOIO WCTOYHMKA, Bedb OHW MOTyT COAEepXaTb
Bpe4OHOCHOE nNporpaMmmHoe obecneyeHue;

Mocne Toro Kak Tbl Bblellb C canTa, rae BBoAuI NUYHy0 MHOopMaLmio, 3aMam B HACTPOMKU
Gpaysepa n yganu cookies;

lMepuogmnyeckn NpoBepan, kKakme nnaTHble YCryrn akTMBUPOBaHbI HA TBOEM HOMEPE;

[aBan cBown HOMep MOOMMbHOrO TenedoHa TOMbKO MNOAAM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepsieLlb;



Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He nonb3yewbes. He 3abbiBan nHoraa
NpoBepATb 3TO.

Online urpsbl

CoBpeMEHHble  OHMaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalOllMe pasBfievyeHus,
006beaUHSAOLLME COTHU ThICSAY YeroBeK No BCcemy Mupy. MIrpoku nccnenytoT AaHHbI UM MUD,
obLwatoTca Apyr ¢ ApYroMm, BbIMOSTHAT 3a4aHns, cpaXatoTCs C MOHCTPaMU M MOMyYatoT OnbIT.
3a yooBONbCTBME OHM MAATAT: MNOKynatT OUCK, onnadynBatoT aboHeMeHT nnm npuobpeTtatoT
Kakue-To onuuu.

Bce aTu cpeactea nayT Ha nogaepXxaHue u pasBuTue Urpbl, a Takke Ha caMy 6e30nNacHOCTb:
COBEPLUEHCTBYIOTCH CUCTEMbI aBTOpM3aLMK, BbINYCKAOTCA HOBble naTtuM (umdposble
3annartku ans nporpamMm), 3aKpbiBatoTCs YA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax cTomT onacaTbCA HE CTOSNIbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXku TBOEro
naponsi, Ha KOTOPOM OCHOBaHa cucTeMa asTopmsaunm 6onbLINHCTBA Urp.

OcHOBHbIe coBeTbl N0 6e30NacHOCTM TBOEro MIPOBOr0O akkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpuAaTHOCTK, 3abNOKMpyn ero
B CMUCKE UIPOKOB;

2. MNoxanyncs agMUHUCTpaTopaM Urpbl Ha MAOXoe NoBeAeHWe 3TOro Urpoka, KernaTenbHO
NPUMNOXNTb Kakne-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan NMYHy0 nHopmaumio B npodanne urpbl;

4. YBaxawn gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmean HeodmumarnbHble natin n Moapl;

6. Vicnonb3yn CnoxHble 1 pasHble naponu;

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKNOYaTb aHTUBMUPYC. [1oka Tbl UrpaeLlb, TBOW KOMMbOTEP
MOryT 3apasunTb.

PULWMHT K Kpaxka NUYHbIX JaHHbIX

OOGbI4HOM Kpaxen AeHer N AOKYMEHTOB CErOAHSA YXXe HUKOro He yaAuBWLLb, HO C pasBUTUEM
WHTEPHET-TEXHOSOMMIA 3MIOYMBILUSIEHHUKN MEPEMECTUNNCL B WHTEPHET, U NpPOLOSKaloT
3aHMMaTbcs "nodumMmbiM" Aenom.

Tak nosiBuNacb HoBasi yrposa: WUHTEPHET-MOLUEHHMYECTBA WNU ULLMHI, rMaBHasd Uenb
KOTOPOro COCTOUT B MOMyYeHUU KOH(UAEHLMANbHbIX AaHHbIX MOfb30oBaTenen - JIorMHOB U
naponen. Ha aHrnunckom ssbike phishing uitaetca kak puwmHr (ot fishing - peibHas nosns,
password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBOMM akkayHTOM. Ecnu Tbl nogo3pesaellb, YTo TBOSI aHkeTa bbina B3nomaHa,
TO Heobxoammo 3abrokmpoBaTb ee U coobLWMTb agMMHUCTpaTopam pecypca ob 3ToM Kak
MOXHO CKOpeE€;

2. Wcnonb3yn 6e3onacHble Beb-canTbl, B TOM 4YUChE, MHTEPHET-MarasuHoOB M MOUCKOBbIX
cucTewm;

3. Wcnonb3yn cnoxHble M pasHble naponu. Takum obpasom, ecnn Tebs B3nomaroT, TO
310YMbILLUIIEHHUKM NOyYaT AOCTYM TOMNbKO K OAHOMY TBOEMY NpOoumo B CETU, a HE KO BCEM;
4. Ecnu 1ebs B3nomann, To HeobxoaMMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpbIe
pobaeneHbl y Teb4a B Opy3bsx, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMEHU
ByaeT paccbinatbCs crnam U CCbIfNKM Ha PULLIMHIOBbIE CaunThl;

5. YcTtaHoBu HagexHbin naposb (PIN) Ha MobunbHbIN TenedoH;



6. OTKNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannel n gpyrue BrIOXKEHUS B NMCbMax, AaXe eCrnn OHW MPULL OT TBOUX
Apysen. Jlyywe yTouHu y HUX, OTNpaBnany nu oHn tebe atn cdannsl.

Lindposas penytauus

LindpoBas penyrtaumsi - 3TO HeratMBHas UM NO3NTUBHAA WMHGopMaumsa B ceTu o Tebe.
KomnpomeTupyowas uHdopmaums, pasMelleHHass B WHTEPHETE, MOXET Cepbe3HbIM
0o6pa3om 0TpasnTbCA Ha TBOEN pearnbHOM Xn3HK. "Lindposas penytauma” - 370 TBOM UMUAX,
KOTOpbIN hopMmmpyeTca n3 nigopmanmm o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOMNOXeHNe, 0COBEHHOCTU XapakTepa 1
pacckasbl 0 6rM3KMX - BCE 3TO HaKannmMBaeTCs B CETU.

MHoOrme nOApPOCTKM NErKOMbICIIEHHO OTHOCATCA K Mybnukaumm nMYHOW WHopmaumn B
WHTepHeTe, He NoHMMasa BO3MOXHbIX NOCNeaCcTBUMW. Thl JaXe He CMOXellb JorafgaTtbCs O
TOM, YTO cpoTorpacums, pasmeLleHHass 5 neT Hasag, ctana NPUYNHON OTKasa NPUHATL TebA
Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux dpoTorpadun u gpyrme encTBust MOryT HE UCYE3HYTb
Aaxe nocre Toro, Kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty MH(opmaumio,
nonana fnm oHa B NOMCKOBbLIE CUCTEMbI U COXPaHUMAch N OHa, a rMaBHOE: YTO NOAYMAaloT O
Tebe okpyxawLme noan, KoTopble HanayT U yBuAAT 370. Hantn nHdpopmaumo MHOro net
CrycTa cMoXeT ntobown - kKak n3 4obpbix NOGY>XAEHWI, TaK U C HAMEPEHNEM MPUYNHUTDL Bpes.
370 MOXeT ObITb KTO YrOAHO.

OcCHOBHbIE COBETHI MO 3aLMTE LMPPOBON penyTauunm:

1. Mopyman, npexge 4em 4Tto-TO nybnvkoBaTb W nepepasaTtb Yy cebs B 6nore mnun B
couuanbHON CeTu;

2. B HacTponkax npogusis yCTaHOBWU OrpaHUYeHuUs Ha NPOCMOTP TBOEro npoduna n ero
CoepXXMMoro, caenan ero Tornbko "ansg apysen”;

3. He pa3meluan n He ykasbiBa MHpOpMaLMIO, KOTOpasa MOXET KOro-nmbo ockopbnatb munm
obwxartb.

ABTOpCKOE NpaBo

CoBpEMEHHbIE LLKONbHUKN - aKTUBHbIE NOSb30BATENN LMPPOBOro npoctpaHcTea. OaHako
Aaneko He BCE 3HalT, YTO MONb30BaHWE MHOMMMU BO3MOXHOCTSIMU LMPOBOro mMupa
TpebyeT cobnogeHna npaB Ha MHTENNEeKTyanbHy0 COBCTBEHHOCTD.

TepMuH "WHTennektyanbHass COOCTBEHHOCTb" OTHOCUTCA K pPasfnnYHbiM  TBOPEHUAM
4YenoBeYyeckoro YyMa, HauMHasi C HOBbIX WK306peTeHuMrn U 3HakoB, 0O6O03Ha4aroLnX
COBCTBEHHOCTb Ha nMpPOAYKTbl M YCNyrM, W 3akaHumBasi KHuramu, doTorpadumsamu,
KMHOhMNbMaMn 1 My3blkanbHbIMU NPOU3BEAEHNAMMN.

ABTOpCKME nNpaBa - 3TO NpaBa Ha WHTENNeKTyalnbHYyl0 COBCTBEHHOCTb Ha MpPoun3BedeHUs
HayKu, nuTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYNAKT B Ka4yecTBe rapaHTun Toro,
YTO MHTENneKTyanbHbIN/TBOPYECKUA TpyAa aBTopa He OyaeT HanpacHblM, OacT emy
cnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, MonyYnTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnsa aBTopa He MOXET BOCMNPON3BOAUTbL ero
npovsBeneHune, pacnpoCTpaHATh, ny6nmyHo AEMOHCTPUpPOBAaTh, npogaeartb,
MMNOPTMPOBATb, MycKaTb B NPOKaT, Ny6GnNmn4HO MCNOMHATb, MOKa3bIBaTb/MCNOMHATL B 3dupe
nnu pasmewatb B IHTepHeTe.



Mcnonb3oBaHue "nupaTckoro” nporpamMHOro obecrneyeHuss MoXeT NPUBECTU K MHOMMM
puckam: OT NOoTepu AaHHbIX K TBOMM akkayHTaMm A0 OrnoKMpOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMeHa HeneranbHasd nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 BecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HaNTW B CETW.

O noprane

CeTeBUYOK.pd - TBOM rMaBHbIA COBETYMK B CETU. 34eCb Thl MOXELLb y3HaTb 0 6e30nacHOCTU
B CETU MOHATHbIM U OOCTYMNHbLIM A3bIKOM, @ NPW BO3HWMKHOBEHMM KPUTUYECKOW CUTyauun
obpaTnTbCH 3a coBeTOM. A Takke NPUHATb y4acTme B KOHKypcax 1 CTaTb CaMbiM LMPOBLIM
rpaxxgaHvHom!



